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AGENDA




Wireless System (Wi-Fi) Security Issues




WEP Security Architecture - Authentication and
Encapsulation
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Authentication: STA
Send ldentifier

v

Respond with a challenge text

A

Encrypted challenged text with shared key

Success or Failure

A

Encapsulation:

Keystream = |V + Shared key encrypted with RC4

Plaintext with CRC-32 encrypted the keystream using
exclusive OR operation. Prepend IV to the Cipher




WEP Security Architecture




Vulnerability of WEP




Countermeasures of WEP Vulnerability




Security Architecture of Wireless Protected Access (WPA)
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Vulnerability of WPA




Countermeasures of WPA Vulnerability




WMAX Security Architecture - IEEE802.11e 2005




WIMAX Security Vulnerability - 802.16e 2005




WIMAX Security Countermeasures




Conclusions




